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Abstract 
Modern critical infrastructures (or “critical entities” as now defined in the new EU-CER Directive) are 
becoming increasingly complex, turning into distributed, large-scale cyber-physical systems. Cyber-
physical attacks are increasing in number, scope, and sophistication, making it difficult to predict their 
total impact. Thus, addressing cyber security and physical security separately is no longer effective, 
but more integrated approaches, that consider both physical security risks and cyber-security risks, 
along with their interrelationships, interactions and cascading effects, are needed to face the 
challenge of combined cyber-physical attacks. Addressing them successfully, need coordinated and 
integrated responses, which must be disseminated and exploited further to the EU funded projects’ 
frameworks or individual research studies’ reports, through raising awareness initiatives, such as the 
2nd ECSCI Workshop on CIP. 

This workshop presented the different approaches on integrated (i.e., cyber and physical) security in 
several different industrial sectors, such as finance, healthcare, energy, air transport, communications, 
industrial plants, gas, and water. The peculiarities of critical infrastructure protection in each one of 
these sectors have been discussed and addressed by the different projects of the ECSCI cluster that 
presented their outcomes, discussing the technical, ethical and societal aspects and the underlying 
technologies. 

Specifically, novel techniques have been presented for integrated security modelling, IoT security, 
artificial intelligence for securing critical infrastructures, resilience of critical infrastructures,  ethical 
and legal aspects of cybersecurity, combating hybrid threats to critical infrastructure, cyber and 
physical threats detection, increased automation for detection, prevention and mitigation measure, 
information and knowledge sharing, standards and regulations for the protection of critical 
infrastructures, common platforms for cascading effects on the different critical infrastructures, 
combined safety and security solutions, cyber security awareness, and the landscape of advanced 
combined cyber and physical threats. 

The workshop included three opening remarks, three keynote speeches, twenty-one project 
presentations, two roundtable and panel discussions, twenty-one thematic presentations, and closing 
remarks. The audience included scientists and experts in the field of critical infrastructure protection, 
CISOs, CIOs, CERTs, CSIRTs, CSOs, cyber and physical security experts representing different sectors 
and policy makers for critical infrastructure protection. 
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● Pan-European cybersecurity information and incidents sharing and 

management for Energy Infrastructures by Sofia Tsekeridou (Netcompany-
Intrasoft) 

14:00 - 14:40 Lunch Break 
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Session 5: Cybersecurity awareness 
Chair: Habtamu Abie, Norsk Regnesentral 
14:40 - 15:40 Cyber Security Awareness 

● Framework for Cybersecurity Awareness in the Industrial Domain at EDF by 
Frederic Guyomard (EDF Lab Paris) 

● Meta-computing in Cybersecurity by Arasaratnam Arasilango (Tech Inspire 
LTD) 

● Cyber security awareness in critical infrastructures by Christos Angelidis 
(konnektable)  

Session 6: Cyber and physical threats 
Chair:  Isabel Praça, GECAD/ISEP 
15:40 - 16:40 Advanced Combined Cyber and Physical Threats 

● Visible and Emerging Vulnerabilities in Critical Energy Infrastructures by G. 
Stergiopoulos (Univ. of the Aegean), D. Gritzalis (Athens Univ. of Economics 
& Business) 

● Modeling cyber and physical threats in IT&OT integrated systems by 
Sokratis Katsikas (Director Norwegian Center for Cybersecurity in Critical 
Sectors (NORCICS), Norwegian University of Science and Technology - 
NTNU) 

● Risk Methodology Approach for Combined Cyber and Physical Threats by M. 
Mohamed (HIBTI) 

16:40 - 17:00  Conclusions and Collaboration Planning Day 3: Giannis Skiadaresis from DG 
Migration and Home Affairs, Unit B4 - Innovation and Security Research 
Chair: Habtamu Abie, Norsk Regnesentral 

 

Enhancing resilience is a team effort… 

Thank you for your participation! 
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Catalogue of the projects participating in the 2nd ECSCI workshop 

ANASTACIA project website - www.anastacia-h2020.eu  

CONCORDIA project website - www.concordia-h2020.eu  

CyberSANE project website - www.cybersane-project.eu  

CyberSEAS project website - www.cyberseas.eu 

FeatureCloud project website - www.featurecloud.eu   

EnergyShield project website - www.energy-shield.eu  

ENSURESEC project website - www.ensuresec.eu  

EU project website -HYBNET – www.euhybnet.eu  

FINSEC project website - www.finsec-project.eu  

IMPETUS project website - www.impetus-project.eu  

InfraStress project website - www.infrastress.eu  

PANOPTIS project website -   www.panoptis.eu 

PHOENIX project website - www.finsec-project.eu  

PRAETORIAN project website  - www.praetorian-h2020.eu  

PRECINCT project website - www.precinct.info  

RESISTO project website - www.resistoproject.eu  

SAFECARE project website - www.safecare-project.eu  

SATIE project website  - www.satie-h2020.eu  

SealedGRID project website - www.sgrid.eu  

SecureGas project website - www.securegas-project.eu  

SmartResilience project website - www.smartresilience.eu-vri.eu  

SPHINX project website - www.sphinx-project.eu  

STOP project website - www.stop-it-project.eu  

7SHIELD project website - www.7shield.eu  

 



“Over the past decade, the EU has progressively tailored its research 
and innovation capacity to EU security policy priorities. This capacity 
plays a key role in addressing the current security challenges and is 
already helping us in finding solutions to several of the most pressing 
issue.” (EC staff working document “Enhancing security through re-
search and innovation”, 2021) One of these security priorities is linked 
with strengthening the resilience of critical and digital infrastructures, 
which is now supported, at the policy level, by entering into force the 
two key directives of the EC, that of CER and NIS-2.

These two directives, but also recent attacks against critical infrastruc-
tures such as the acts of sabotage against the Nord Stream pipeline, 
underline the need for coordinated and integrated responses, not only 
at the policy level but also at the operational level through research 
and innovation outcomes (as indicated in the aforementioned EC staff 
working document), which must be disseminated and exploited further 
to the EU-funded projects’ frameworks or individual research studies’ 
reports, through raising awareness initiatives, such as the 2nd ECSCI 
Workshop on CIP.

In the frame of this workshop, the different approaches to security in 
several different industrial sectors (e.g. finance, healthcare, energy, 
transport, communications, water) were presented. The peculiarities of 
critical infrastructure protection in each one of these sectors have been 
discussed and addressed by the different projects of the ECSCI cluster 
that presented their outcomes, discussing the technical, ethical and 
societal aspects and the underlying technologies (related to security 
modelling, IoT security, artificial intelligence, combating hybrid threats, 
increased automation for threats detection, prevention and mitigation 
measures, information and knowledge sharing, etc.).

The workshop proceedings aim to share with scientists, experts, policy-
makers and other interested stakeholders in the field of critical infra-
structure protection, resilience and security, the knowledge, outcomes 
and lessons learned, deriving from the keynote speeches, the twenty-
one thematic presentations, and the panel discussions.
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